
Cheikh Tidiane Fall

07 44 74 93 04

cheikh.fall@epitech.eu

linkedin.com/in/secfall

github.com/keuchnotkush

A Cybersecurity Bachelor’s student at EPITECH, I am looking for a 4 to 6

month internship from late March 2027, in penetration testing or

application security. I have audited web and API applications in a

banking group and spent six months on the security of a production

SaaS platform.

EDUCATION

2025 - 2028 EPITECH Paris, France

Bachelor’s in Cybersecurity

Penetration testing, application security, threat modeling, incident response.

PROFESSIONAL EXPERIENCE

Apr 2026 - Present PoC Innovation | Association Paris

Head of Cybersecurity Events · R&D Developer

• Design and delivery of nationwide cybersecurity events: hands-on attack and defense workshops, live
demonstrations, and participant coaching.

• Coordination of the academic and industry partners (MIT, UCL, CISPA, Kiln).

• R&D: ChainBreak, the association’s offensive training platform (28 challenges, isolated terminal
sessions, server-side flag validation); I.R.I.S reverse image search, an embedded recognition and OSINT
system (Python, Playwright, YOLO).

Jul 2026 - Aug 2026 Bank of Africa | Banking & Finance France

Application Security Intern

• Application security audits on internal and internet-facing applications: web and API penetration
testing, vulnerability reproduction and remediation reporting, several critical findings raised.

• Vendor-delivered EDR training: endpoint detection, alert triage and investigation.

Jan - Jun 2026 Startup SaaS | B2B/B2G Paris, France

Lead Security Engineer

• Owned the security posture of the production platform (Next.js, Fastify, PostgreSQL, Docker Compose):
IAM governance, encryption at rest and in transit, vulnerability management and continuous
remediation.

• Infrastructure hardening: RBAC, CI/CD pipeline and reverse-proxy hardening, fail2ban, RAG pipeline
security, and NPM dependency CVE fixes.

Jan - Apr 2026 Alignerr | Technology Remote

AI Model Trainer / Evaluator

• Two evaluation engagements commissioned by Anthropic and Airbnb: agentic coding evaluation rounds
on Claude Code, writing development tasks on open-source repositories (EigenLayer), A/B comparison
and scoring of solutions.

LANGUAGES & TECHNICAL SKILLS

French: Native | English: Fluent

Offensive: web/API penetration testing (OWASP Top 10), vulnerability management, social engineering | Defensive: system

hardening, IAM, EDR, CI/CD security

Languages: Python, Bash, TypeScript, C | Tools: Burp Suite, OpenVAS/GVM, GoPhish, Docker, GitHub Actions, Linux/BlackArch

| Agentic coding: Claude Code

PROJECTS & INTERESTS

Keter — 1st prize, Hackathon Dauphine × Delubac

MiCA / GDPR compliance platform for ERC-1400 security tokens: Noir / UltraPlonk circuits, on-chain verification (Sepolia),

client-side proof generation (NoirJS).

REDTEXT — open-source Red Team tool (Python)

Generates social engineering scenarios (phishing, vishing, smishing, quishing) for authorized engagements, deployed via the

GoPhish API. github.com/keuchnotkush/REDTEXT

Other open-source projects — gvm-blackarch: reproducible Greenbone / OpenVAS install for Arch and BlackArch (Docker,

shell). OWASP Juice Shop: 18 web exploitation writeups (EPITECH CTF). SAMPO: full-stack job aggregator (React, Node,

FastAPI, PostgreSQL, Docker).

Passionate about neo-expressionist art (Jean-Michel Basquiat; Georg Baselitz)
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